Abstract

Inrecent years, we have observed an explosion in the
gowth of the internet. One major advantage of the
World wide web is that it provides a platform for peo-

of contents. We focus in this paper on imaging appli-
ations for the internet. In particular, we will describe
technologies that are designed for internet imaging ap-
plications. These include systems and algorithms for

Introduction

The growth of the internet in recent years has spawned
many applications that use high quality images and other
miltimedia contents. Applications include online cata-
;& online maps, image database, image trading, news
eporting, online magazines, online fine art, dissemina-
ion of engineering drawings and documents, personal
publishing, photo sharing, and many others. This has
kd 10 an increase in the level of research efforts as well
§in the implementation of practical systems in the in-
gmet imaging area.

IIf we examine the overall system for delivering im-
ges over the internet, there are many important fac-
0rs that need to be considered. Efficient transmission
contents over the internet is very important because
y users access the internet through a limited band-
ih channel (modem). End-to-end image quality is
important both from the content providers' and
the users' point of views. In many cases, digital
mages are eventually going to be printed. This brings
pthe formulation of a remote printing problem, where
fecan jointly consider the optimization of several com-
onents to maximize performance in internet based re-
0te printing scenarios. As images are made available
ier the internet for down-loading, there is a great deal
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of concern over image security and copyrighting issues.
As a result, technologies that can be used for enforcing
copyright are both timely and important. There are also
overall system oriented issues that plays a very impor-
tant role in practical internet imaging systems. These
include platform and browser compatibilities, reliability
in printing, and interactivity with images such as pan-
ning and zooming.

In this paper, we consider an internet imaging sys-
tem that is based on the FlashPix image file format [1]
and the Internet Imaging Protocol (ITP) [2]. FlashPix
is a redundant multiresolution image file format using
tiles at each resolution level, that is designed for fast im-
age data access. IIP is a very simple protocol that is
designed for the efficient transmission of images using
the tile structure of FlashPix, taking into consideration
bandwidth and resolution trade-offs. We also consider
in some detail a remote printing problem, and examine
several approaches including the optimization of JPEG
quantization tables for printing, and generation of em-
bedded halftone images. Finally we consider image se-
curity issues, and describe some watermarking solutions
that are useful for internet imaging applications.

2 Image Transmission

Consider the problem of placing an image on the world
wide web that is to be viewed through client browsers
over the internet. Most existing browsers support two
native image formats—GIF and JPEG. Both are single
resolution image formats. In GIF, palletized image data
are losslessly compressed using a flavor of Lempel-Ziv
compression algorithm [3, 4]. JPEG is a lossy compres-
sion algorithm based on an international standard [5].
Suppose a user wants to view an image through a
browser. In one case we have an image of size 2000
by 3000 pixels at a depth of 24 bits per pixel. Such an
image size is commonly considered to be roughly equiv-
alent to the resolution of a frame of 35 mm film. In an-
other case we have an image at the VGA resolution with
640 by 480 pixels at 16 bits per pixel. Consider as a
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rough estimate that we are compressing the images at a
compression ratio of 10:1, and that a user connects to
the internet using a modem of 33.5 Kbaud per second.
Under these conditions, the duration it takes to transmit
the 2000 by 3000 image and the 640 by 480 image are
10 minutes and 20 seconds, respectively. It is perhaps
agreeable that 10 minutes of transmission time for an
image is unacceptable for many users, while 20 seconds
of transmission time is acceptable. Hence transmission
time alone suggests that we favor using low resolution
images on the web. If we consider printing, however,
then it is also known that hardcopies that are generated
from the 640 by 480 image, even at a postcard size,
is generally not of good enough photographic quality.
Hence print quality consideration suggests that we favor
using high resolution images.

To answer the question regarding an appropriate im-
age size that we can use for putting images over the
world wide web, we need to know the application and
the purposes that we use the images for. It is clear from
the aforementioned example that if we use single res-
olution images, then we either have to tolerate a long
transmission time or accept suboptimal print quality.

This line of reasoning leads us to consider a multires-
olution approach where the appropriate image data can
be transmitted to the destination depending on the need
of the user. For example, if a user requests an image
to be viewed on screen, then we transmit image data
appropriate for the screen resolution of about 72 pixels
per inch. On the other hand, if a user wants to generate
high quality hardcopy, then we want to transmit data at
the print resolution. As a rule of thumb, a continuous
tone image resolution of 150 pixels per inch® is gener-
ally considered to be sufficient for generating very high
quality photographic hardcopies.

There are several multiresolution imaging approaches
that can be considered. Among them are Gaussian pyra-
mid [6], Laplacian pyramid [6], and wavelet decompo-
sition [7]. Each of these is a multiresolution i imaging
structure that satisfies a perfect reconstruction property.
The main differences between them are in the varying
degrees of storage and computational requirements for
accessing and extracting image data of various resolu-
tions. In particular, the Gaussian pyramid is a redundant
image format where each multiresolution layer is gen-
erated from the next higher resolution layer by filtering
and down-sampling. The various multiresolution layers
are collected to form a pyramid as shown in Fig. 1.

We have chosen the Gaussian pyramid because of
its high access speed; there is no computation involved
in extracting the image data from any resolution level.

Itis important to note that we are considering resolution for con-
tinuous tone images here. This is not the same as printer or print
resolution.
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Figure 1: A Gaussian pyramid suggested by Burt and
Adelson [6]. Each lower resolution layers are obtained
from the next higher resolution layer by low pass fil
tering and down-sampling. Each multiresolution image ;
layer is partitioned into tiles of size 64 by 64 in the
FlashPix image file format [1].

This is an extremely important consideration for image"
servers because a server is expected to receive many
concurrent “hits” (requests for data from clients) and
hence it needs to be very efficient in serving image data
to each client. To further facilitate high speed image
data access, we partition each resolution level into tiles
and compress each tile independently. Depending on the
choice of the system administrator, tiles can be served
in JPEG compressed or uncompressed form. In sucha
way, we can access and transmit a portion of the pixels
within a certain resolution level by getting to the desired
tiles at a very high speed. This forms the basic compo-
nents of a redundant multiresolution image file format
called FlashPix [1].

Using the multiresolution organization and the tile
structure within FlashPix, we have built a very simple.
protocol called Internet Imaging Protocol (IIP) [2] 50
that an imaging server and client can communicate with
each other for transmitting tile based multiresolutionim-
age data very efficiently. In such a way, a client can re-
quest tile based data from the server depending on ifs
need. Furthermore, such a multiresolution structure also
enables new imaging capabilities such as panning and
zooming. For example, as one zooms into various areas
within a FlashPix image, then the data from the higher
resolution levels can be transmitted from the server fo
the client. Hence, it enables zooming in (up to the reso-
lution limit of the source image) without loss of resolu-
tion.

3 Image Processing and Remote
Printing

It is important to consider the end-to-end image qual-
ity throughout such a networked and distributed imaging
system. The problem of maintaining a superior end-to-
end image quality is a complicated matter because of
a number of reasons including the variety of the sys-



tem components involved, the variation in the condition
where the image was captured, and the different charac-
teristics of the display or printing devices. To this end,
we have considered many image processing algorithms
and their interactions with each other where the empha-
§is is on building an automatic imaging pipeline. By
an automatic imaging pipeline we mean that the image
processing steps such as contrast enhancement, artifact
removal and image sharpening should be self adjusting.
Taking contrast enhancement as an example, we want
- an adaptive algorithm [8] that can determine the extent
of adjustment from the characteristics of an image, and
then adjusts the image accordingly to improve the con-
trast. One important requirement is that if this adaptive
algorithm is applied to an image that is already of good
contrast, the algorithm should not worsen the quality
of the image. We considered and reported an imaging
‘pipeline for a digital photography application [9]. Simi-
lar pipeline with some modifications can be applied in a
‘general internet imaging system.
- A very interesting problem in internet imaging is in
the remote printing of images. In both local and re-
mote image printing, it is necessary to perform image
scaling and halftoning for an image to be printed prop-
erly. In the internet environment where images are to be
ransmitted to a remote location, we frequently trans-
mit the image data in a compressed format for com-
munication efficiency considerations. Our motivation in
lhe remote printing problem is to examine the interplay
among compression, scaling and halftoning so that we
tan achieve better performance compared to applying
ach of these steps in isolation of the others.
. Fig. 2 shows two possible imaging pipelines suitable
for remote printing. In Fig. 2 (a), the continuous tone
image is encoded and the compressed bit stream is sent
',: the remote location. Popular image compression de-
include JPEG [5] and wavelet coders [10, 11]. At

e client side, the bit stream is decoded, and finally
ie image is scaled and halftoned before sending to the
printer. Fig. 2 (b) shows a procedure similar to that in
esimile. In this case, the image is first halftoned and
:‘\-u compressed. The resulting bit stream is sent to the
lient where it will be decoded and printed. We will con-

der in the following two problems that are suitable for
lie pipelines in Fig. 2 (a) and (b), respectively.

Optimized Compression for Printing

onsider the remote printing pipeline of Fig. 2 (a) where
i continuous tone image is compressed before it is
ansmitted to the client. At the receiving end, the bit
feam is decoded, and then the reconstructed image is
litoned during the printing process. Frequently, lossy

lagecompression algorithms are designed to minimize

a visual distortion criterion. The visual distortion is usu-
ally based on a human visual model such as Mannos and
Sakrison's contrast sensitivity function [12]. As a re-
sult, most lossy compression techniques are optimized
for the images to be viewed on monitors. If we know
in advance that an image is to be halftoned and printed,
we can optimize the compression algorithms to take into
account the halftoning characteristics. We consider as
an example the optimization of JPEG quantization ta-
bles for halftone characteristics. Similar optimization
can be performed for other frequency based coders such
as wavelet coders.

A halftoning algorithm converts a continuous tone im-
age into an image with limited bit-depth, e.g., two lev-
els. If we consider the frequency spectrum of the error
between a continuous tone image and its halftone, we
find that the error spectrum contains certain character-
istic that is dependent on the specific halftoning algo-
rithm. Fig. 3 (a) shows an error spectrum for clustered-
dot halftoning [13] where the spectrum is computed us-
ing discrete cosine transform (DCT). Fig. 3 (b) shows
the error spectrum for error diffusion halftoning [14]
where the image was scaled (2X) using bilinear inter-
polation. We can see that halftoning algorithms cast a
certain “signature” in the frequency spectra of images.
The important observation is that we should optimize
compression algorithms by applying a relatively low bit
rate to those frequency components where the halftone
error spectrum is strong, and a relatively high bit rate
to those frequency components where the halftone er-
ror spectrum is weak. The intuition is that we do not
want to apply high bit rate to those frequency compo-
nents that will be corrupted by strong halftone noise.
Details of such a scheme for JPEG compression is re-
ported in [15, 16]. Using such an optimized JPEG quan-
tization table, we found that we can typically improve
the compression performance by about 30 to 50%.

3.2 Embedded Halftoning

Now we consider a scheme that will be applicable to
the printing pipeline in Fig. 2 (b). Here an image is
halftoned before it is transmitted to the destination. Now
suppose that we are in an internet environment where we
do not necessary know how the image is to be used at the
destination. For example, the client may decide to view
the image with a color display, or view with a limited
bit-depth monochrome display, or the client may decide
to print with either a 300 dots per inch (dpi) or a 600 dpi
printer. Under this situation, it is advantageous to gen-
erate a multi-tone image that will be suitable for several
purposes. For example, we like to generate a 16-tone im-
age for a color display with a palette size of 16, where a
binary monochrome image is embedded so that we can
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Figure 2: Two possible pipelines for remote printing systems. The difference between the two pipelines is in whetl{
compression is performed on the continuous tone images or on the halftoned images.
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Figure 3: Combined halftoning and scaling error profiles shown in the DCT domain, showing the signature of halfton-
ing algorithms. Part (a) shows the DCT error spectrum of clustered-dot halftoning with no image scaling, while par
(b) shows the DCT error spectrum for error diffusion halftoning with image scaling (bilinear interpolation, 2X).
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extract the appropriate bits (1 bit per pixel) from the 16-
 tone image for printing purposes. The key is that we
want the two tone monochrome image to be extractable
fiom the 16-tone color image without any further com-
putation. We call this an embedding property, which can
be done in size [17], or in the bit-depth of the output
[18]. We will consider each one in the following.

Suppose we want to print a continuous tone image of
size M by N at a remote printer. Further suppose that
there are two printers at the remote location with reso-
lutions R dots per inch (dpi) and R/K dpi, where K is
assumed to be a rational number. If we know exactly the
‘printer that the image will be printed on, then we can
generate a halftone appropriate for the specified printer.
If we do not know in advance which printer the user
will choose, however, then we can generate a halftone
of size, say, M by N pixels for the printer at R dpi,
where this halftone will have the property that if it is
down-sampled by a factor of K to give another halftone
ofsize M /K by N/ K pixels, the resulting smaller size
halftone is a high quality representation of the origi-
al grayscale image at the resolution R/K dpi. This
halftone is said to have an embedding in size property.
Here we can interpret K as the scaling factor between
the two halftone images. A detailed formulation of this
problem can be found in [17]. A non-iterative algorithm
0r generating halftones with embedding in size property
50 described in [17]. Fig. 4 shows three halftone im-
of successively smaller size, where the smaller size
ones can be obtained from the larger size halftones
by simple down-sampling.

|

- Asecond problem in embedded halftoning is embed-
ding in bit-depth. Suppose we have two image display
or printing devices of different characteristics. For ex-
imple, one may be a color display that can handle 16
lifferent colors, and another one may be a monochrome
printer that can accept only binary (either black or
ite) image data. To this end, we want to design a
nulti-toning algorithm that can generate a 16 color im-
g8, where we can extract the binary halftone for the
lonochrome printer by, for example, taking one bit out
of the 4 bits meant for the 16 color display. This prob-
eém can be solved using a set partitioning algorithm in
jector quantization in conjunction with an error diffu-
jon algorithm. Details and examples can be found in

Itis certainly possible to combine the two embed-
d halftoning approach to generate a multi-toned im-
ith both the embedding in size and bit-depth prop-
. This will provide a very flexible solution for the
lote printing problem over the internet.

201

4 Image Security

The proliferation of the world wide web has allowed
digital contents to be shared very easily. Because of
the ease of access to these contents, serious questions
arise regarding security and copyrighting issues. There
are two general mechanisms that one can consider when
it comes to image security over the internet. They are
access control and watermarking.

There are several ways to achieve access control in an
internet based image server. One approach is through
the use of cryptographic methods [19]. For example, if
the administrator of an image server decides that all the
images are to be transmitted in encrypted form, then all
the clients and users will need a decryption key in order
to be able to view the image. Here the decryption key
(could be different for different users) serves as the ele-
ment of access control. On a system level, we can im-
plement a password scheme to authenticate users such
as those used in a shared access computer systems. In
such case, only authorized user who has an account with
a certain access privilege can gain access to the system.
This is different from cryptographic control of images in
the first case because it actually blocks access to the en-
tire system, while in the first case we only block access
to images on the system.

With an image server that supports transmission of
tiles within a multiresolution structure as in FlashPix
and IIP, we can implement a scheme that provides reso-
lution based access control. Consider as an example an
application where digital images are to be sold through
the web. We can allow free and unlimited access to cer-
tain low resolution levels of images, while the access
of the high resolution levels requires special authoriza-
tions. For instance, authorization can be granted base on
an agreed payment from the user to the server owner. We
have considered a secure printing system [20] that al-
lows images and documents to be sold through the world
wide web on a pay-per-print model. We use resolution
as well as visible watermarking (to be discussed later) to
provide a preview mechanism so that users can choose
the documents and images that they want to purchase.

Another area of image security is in the copyright-
ing of digital contents. Recently there has been a great
deal of research activities in digital watermarking that
address various aspects of copyrighting. There are many
applications of watermarking, and various watermarking
schemes are designed to satisfy these purposes [21]. In
the following we will briefly describe the applications of
several categories of watermarking schemes.

One important application of watermarking is in own-
ership assertion. In this case, an owner of an image in-
serts a watermark into an image and then he can make
this image available on the network. If another person



Figure 4: An example of embedded halftoning where a smaller size halftone can be obtained from a larger size halftone

by simple down-sampling.
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Figure 5: A method in using an invisible authentication
watermark to protect a visible watermark.

uses the same image or a derived image, we need a way
to show that the image actually belongs to the original
owner. This can be done through the detection of a wa-
termark, provided the watermark is robust [22, 23] so
that it can survive the common image processing opera-
tions to images.

Another important application of watermarking is in
image verification. In this case, the objective is to be
able to detect any change that is made to an image. This
has obvious applications in legal usages, news reporting,
medical archiving, and many others. The objective can
be achieved by inserting a verification watermark [24,
25] to an image. When verification is required, then we
can extract the watermark (in most cases requiring a user
key) from the image so that any change in the image is
reflected and localized by the integrity of the watermark.

Finally, visible watermark is important in some in-
ternet applications. For example, if we offer an image
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for sale, we can provide a sample that is visibly water-J
marked. Upon receiving an appropriate payment from
the customer, the owner can either transmit an unmarked
image, or provide a mechanism for the customer to re-{
move the visible watermark. One important issue in vis:
ible watermarking is to prevent an unauthorized person-
B to insert a visible logo of A and claim that the im-
age was watermarked by A. Since it is easy for B0,
insert a logo of A into an image, this is a serious prob=
lem. We suggest a way to solve this problem [25] using
an invisible verification watermark to protect the visible
watermark. A block diagram of the scheme is shownin
Fig. 5. In this case, the visible watermark is tied to the
invisible watermark. Since only the owner of the image
A would have the appropriate key to insert the invisible
verification watermark of A4, any other person B will not

J.

be able to falsify ownership of an image by simply in-.

.I

serting a logo of A.

5 Conclusions

We have discussed in this paper some image process-
ing and system issues on communicating with images
over the world wide web. We considered FlashPix and
Internet Imaging Protocol that allow tile based multires-
olution image data to be efficiently transmitted over the
internet. In particular, this scheme enables image data
of suitable resolution to be transmitted from the server
to the clients based on client need. Not only does it
use bandwidth effectively, it also provides capabilities
such as zooming and panning that enhances the inter




- active experience of the users. We have also consid-
ered some interesting problems for remote printing ap-
plications, that includes optimization of compression for
halftones, and the idea of embedded halftoning. Finally,
We discussed image security and watermarking for ad-
dressing copyrighting issues arising from putting digital
content publicly over the internet. Watermarking is cur-
tently still a relatively young technology, and there are
plenty of opportunities for further research in the basic
dlgorithms as well as in innovative applications.

The usage of the world wide web will undoubtedly
grow even further in the foreseeable future. Images are
commonly recognized to be a very effective component
for communication. Consequently, we feel that internet
mgmc will undoubtedly remain to be a very active area
for research and practical development. There are many
problems such as watermarking and effective transmis-
‘on protocols that will not only be of great intellectual
lmerest but also of great value in helping solve practical
problems.
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